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DATA PROTECTION NOTICE

European Cybersecurity Atlas Platform
(Atlas)

The European Cybersecurity Atlas Platform (Atlas) is a platform that maps, categorizes, and visualizes
information on the Cybersecurity Competence Community (Community) and makes it publicly
available. Its goal is to foster the engagement and potential collaboration among Community members
in support of the EU Digital Strategy.

Your personal data is processed in accordance with Regulation (EU) 2018/1725 on the protection of
natural persons with regard to the processing of personal data by the Union institutions, bodies, offices
and agencies and on the free movement of such data®.

The data controller of the processing operation is the European Cybersecurity Competence Center
(“ECCC”).

This processing operation relates to Record No 15 — Atlas Platform, available under the ECCC register
of data processing activities.

The data processor of the processing operation is the EC DG JRC, responsible for the design,
development and maintenance of Atlas, based on an agreement with the ECCC.

The legal basis for the processing operation is article 5(1)(a) of Regulation (EU) 2018/1725 (EUDR), on
the basis of Regulation EU) 2021/887 establishing the European Cybersecurity Industrial, Technology
and Research Competence Centre and the Network of National Coordination Centres, especially the
provisions establishing the tasks of the ECCC.

The purpose of this processing operation is to map, categorize, and visualize information on the
Cybersecurity Competence Community (Community) and its members and make it publicly available.

The following personal data are processed:

e Personal (contact) data of the representative of each Community member, provided by the
National Coordination Centre (NCC) that assessed the relevant application, under a data
sharing agreement between the NCC and the ECCC: first name, family name, position within
the organisation, professional contact email and phone number. This data is available via Atlas
only to NCCs, EC and the ECCC. Atlas visitors and registered Community members will be able
to access details of the Community member and not of the representative.

e Contact data of the Community member (organisation): Address, Phone number and email of
the organisation. This data is not expected to be personal data unless in specific cases such as
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very small organisations.

e Communication via Atlas (contact form or email): First and last name, email address,
title/subject and content of your message.

e Personal contact data of designated NCC Point of Contact (POC) and Contact Person
responsible on behalf of each NCC to send information to the Atlas platform and receive
information on registrations at the Atlas platform (First and Last Name, email address).

e Cookies: Atlas platform uses cookies in accordance with the EC cookies policy?.

e Technical information for security and maintenance purposes (log files).

Access to your data is granted only to: designated ECCC, NCC, EC and ECCC processor staff and bodies
charged with monitoring or inspection tasks in application of EU law (e.g. internal audits, European
Anti-fraud Office — OLAF).

Retention periods:

e Contact data of the representative of each Community member will be processed for a time
period that equals the appointment of the data subject as a representative of the Community
member or the membership of the organisation as a member of the Community.

e Contact data of a Community member will be processed for a time period that equals the
membership of the organisation as a member of the Community.

e Contact data of the appointed NCC Point of Contact and Contact Person will be processed for
a time period that equals the appointment of data subject from the NCC.

e Personal data from communication via Atlas will be kept up to a maximum period of one year.
e Cookies are retained as per the relevant EC cookies policy?.

e Technical information for security and maintenance purposes (log files) are retained for 42
days.

Storage and transfers of personal data: All personal data will be processed only within EU/EEA and no
transfers outside EU/EEA are foreseen.

Security of personal data: All personal data in electronic format (e-mails, documents, databases,
uploaded batches of data, etc.) are stored on the servers of the European Commission. All processing
operations are carried out pursuant to the Commission Decision (EU, Euratom) 2017/46 of 10 January
2017 on the security of communication and information systems in the European Commission.

You have the right of access to your personal data and to relevant information concerning how we
use it. You have the right to rectify your personal data. Under certain conditions, you have the right
to ask that we delete your personal data or restrict its use. You have the right to object to our
processing of your personal data, on grounds relating to your particular situation, at any time. We will
consider your request, take a decision and communicate it to you. If you have any queries concerning
the processing of your personal data, you may address them to ECCC at secretariat@eccc.europa.eu.

You can contact the ECCC DPO at data-protection@eccc.europa.eu.

You have the right of recourse at any time to the European Data Protection Supervisor at
https://www.edps.europa.eu.
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